How to connect to
Touro- 802.1x Wi-Fi1 SSID

TouroCOM IT Department



Connecting to 802.1x

* Mac users can simply accept the certificate and connect to 802.1x.

e Windows users must follow the instructions on the rest of this
document in order to connect to 802.1x
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Select “Set up a new connection or network

L;_Lt Metwork and Sharing Center _ ] b4
< © /L& s Control Panel s All Control Panel lterns » Metwork and Sharing Center R Search Co... 0

View your basic network information and set up connections
Control Panel Home

Change adanter settings View your active networks
g P g *fou are currently not connected to any networks.

Change advanced sharing
settings Change your networking settings

E@l Set up a8 new connection or net

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.,

[=% Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

HomeGroup
Intel® PROSet/Wireless Tools
Internet Options

Windows Firewall



Select “Manually connect to a wireless
network”

? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

| Setup a new network
-alp, et up a new router or access point.

‘i Manually connect to a wireless network
e sall_cnnect to a hidden network or create a new wireless profile

Connect to a workplace
’ Set up a dial-up or VPN connection to your workplace,

Cancel




Enter network name: “Touro-802.1x" and
select security type: “WPA2-Enterprise”

— >

¢« ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | Touro-802.1x |

Security type: WPAZ-Enterprise v

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

[ ] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Cancel



Select change connection settings

L¥ Manually connect to a wireless netwaork

Successfully added Touro-802.1x

—} Change connection settings
: Open the connection properties so that | can change the settings.

Close



Go to the security tab and press Settings next
to Microsoft: Protected EAP

Touro-802.1x Wireless Metwork Properties >

Connection Security
Security type: WPAZ-Enterprise hd

Encryption type: AES o

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) v|  settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel



Uncheck verify the server’s identify an
enable fast reconnect

Protected EAP Properties X

When connecting:

[] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. Y, srv3Y, com):

W] 2crrust External CA Root | A

[ Baltimore CyberTrust Root

[] certum ca

[] class 2 Primary CA

[ class 3 Public Primary Certification Authority

[ coMoDo RSA Certification Authority

[] pigiCert Assured ID Root CA W
< >

MNotifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP vZ) ~ Configure...

O

[]Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

Cancel




Protected EAP Properties Part 2

Press Configure next to Secured
password Make sure this option is unchecked

Protected EAP Properties >

When connecting:

[ verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;, =\, ar

(W] AddTrust Excternal CA Root | 2 EAP MSCHAPvZ Properties >
[ Baltimore CyberTrust Root
[ certum ca
[ class 2 Primary CA Wh PR
en connecting:
[ class 3 Public Primary Certification Autharity ! g
[] comoDo RsA Certification Autharity
[] DigiCert Assured ID Root CA v ] Automatically use my Windows logon name and
< b4 password (and domain if amy).

MNotifications before connecting:
Tell user if the server’s identity can't be verified
QK Cancel

Select Authentication Method: m

Secured password (EAP-MSCHAR v2) ~ Configure...
(I
|:| Disconnect if server does not present cryptobinding TLV
[JEnable Identity Privacy

Cancel




Return to previous properties window

Enable Specify authentication mode
Selected “Advanced settings” and set to User authentication

Touro-802.1x Wireless Network Properties

* Advanced settings *
Connection  Security 802. 1 settings 802,11 settings
Spedify authentication mode:
Security type: WPAZ-Enterprise ™ User authentication ~ Save credentials
Encryption type: AES P Delete credentials for all users
[JEnable single sign on for this network
Choose a network authentication method: Perform imm
|Mi|:rc-snf't: Protected EAP (PEAF) e Settings Perform immediz
Remember my credentials for this connection each . =
time I'm logged on e displaved during single
al LANs for machine
Advanced settings
Conce

e



Connect to Touro-802.1x

Networks

View Connection Settings

Connections

T;' med.touro.edu

Wi-Fi 2

-I|II Touro-802.1x

Connect automatically

l:l““ Touro

".ll Harlem Free WiFi




Sign in with your credentials, med\username
and password

Windows 8/8.1 Windows 10

Sign in

med\ 123456

Domain: med




